Imprivata

ONESIGN ANYWHERE™

ANYWHERE, ANYTIME SECURE SINGLE SIGN-ON

ANYWHERE, ANYTIME AUTHENTICATION AND
ACCESS

Today's increasingly mobile workforce requires simple
and secure access to business applications and data.
Imprivata OneSign Anywhere extends the benefits of
the Imprivata OneSign® strong authentication and
single sign-on solution to remote and mobile users—
from a variety of endpoint devices.

ANYWHERE ACCESS TO REAL-TIME BUSINESS
INFORMATION

Mobile access is increasingly common in many business
environments. Some employees and contractors are
often off-premise, at remote sites, or traveling. Also,

if users are accustomed to single sign-on, then they
are less likely to remember rarely-used passwords

and logins when away from the office—resulting in
helpdesk calls.

Imprivata OneSign Anywhere gives road warriors,
telecommuters and at-home workers the same,
consistent single sign-on experience they receive in the
office using Imprivata OneSign, no matter where they
are. All they need is an Internet connection to gain
simple, remote single sign-on access to real time critical
business information and applications.

OneSign Anywhere also supports a number of strong
authentication options including hardware tokens, soft
tokens and phone based authentication (Phonefactor)
to ensure that data is secure.

As OneSign Anywhere builds on the Imprivata

OneSign credential store, IT still has a single point

of management for all network authentication and
application password management that integrates with
their existing directories—reducing costs for IT while
delivering a great experience to the user.

BE PRODUCTIVE WITH ANY DEVICE

OneSign Anywhere does not require any agent
installation or software on the client other than a
browser, enabling users to use the most appropriate
device, whenever they need access to business
information. Moreover, as the IT team does not need
to specifically provision or configure devices for remote
access, users can take advantage of the newest
technologies without requiring IT support.

OneSign Anywhere provides users with secure access
using any device with a browser, including:

e Windows

* Mac OS

e Apple iPhone and iPad
e Linux

BENEFITS

e Secure, remote single sign-on access to critical
business applications and information—enabling
timely business decisions

e Agentless support for mobile devices such as iPads
and iPhones, and home or clinical office computers

* Single point of strong authentication and password
management for all internal and external users and
applications (web, Citrix XenApp, Microsoft RDS)

e Demonstrates compliance with corporate, security
or regulatory policies



COMPLIANCE FOR MOBILE ACCESS

By building on the Imprivata OneSign credential store
as a single point of authentication and password
management for all internal and external users,
OneSign Anywhere enforces the same access and
authentication policies for application and data access
both inside and outside of the office—improving end-
user compliance.

OneSign Anywhere enables secure access by ensuring
that endpoints meet specific security compliance
including anti-virus and browser versions.

THE IMPRIVATA ONESIGN PLATFORM

With more than one million users, Imprivata is the #1
independent provider of single sign-on and access
management solutions.

By strengthening user authentication, streamlining
application access and simplifying compliance
reporting across multiple computing environments,
customers realize improved workflows, increased
security and compliance with government regulations.

Imprivata has received numerous product awards and
top review ratings from leading industry publications
and analysts, including a Strong Positive rating in
Gartner's 2010 ESSO Marketscope, the #1 ranking in
the KLAS SSO Performance report and the #1 rating in
2010 Best in KLAS and Category Leaders report.

=% Imprivatar

OneSign Anywhere automates the process of ensuring
compliance with corporate regulations and controls
with:
e Flexible strong authentication options for mobile
users
e Audit reporting for remote and internal access

e Centralized policy management for remote and
internal employees

e Transaction-level authentication

OneSign Anywhere £ imprivatar
[ e ) i
@; 2 L.,‘( @_ﬁy @ 23:57:09 H* Log OFf
| "
) } Home P Search application Sortby: Mame -+
| ~a Home
| Citrix XenApp [l vooer Outlook Web Access
© citrix XenApp ‘ = outlook
3 Outlook Web Acces| Wab Access
% Remate Desktop ”
Salesforce
I8 Sucar Community | < Remote Desktop 1 foe Salesforce
J O Yahoo! Mai ‘ / o
| “
Sugar Community Edition ¥ahoo! Mail
“ W SUGARCAM YaHoOL nal
‘ T |
| |\

Headquartered in Lexington, Mass., Imprivata partners with
over 200 resellers, and serves the access security needs of
more than 1,200 customers around the world. For more
information, please visit www.imprivata.com.

Securing employee access to desktops, networks, applications and transactions from around the world.
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